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 Sponsor

Project: root project 'CoWorkInstaller'

cowork:CoWorkInstaller:24.10

Scan Information ( ):show all
dependency-check version: 10.0.3
Report Generated On: Sat, 16 Nov 2024 13:43:08 +0100
Dependencies Scanned: 71 (70 unique)
Vulnerable Dependencies: 0
Vulnerabilities Found: 0
Vulnerabilities Suppressed: 5 ( )show
...

Summary

Display: Showing Vulnerable Dependencies (click to show all)

Dependency Vulnerability IDs Package Highest Severity CVE Count Confidence Evidence Count

Dependencies (vulnerable)

Suppressed Vulnerabilities

cowork.calls.zip: ice4j.jar

Description:

A Java implementation of the ICE protocol

License:

Apache-2.0: https://github.com/jitsi/ice4j/blob/master/LICENSE

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorkInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/ice4j.jar

 9b36678cde2576f325cd534c710a260bMD5:
 4f3978650123e1d0d4218f9233f30a5bbe71a662SHA1:

 7e68b3531919ebc577694dd6cb9712b46bde51600a443cacc573e411ba732010SHA256:
 CoWorkInstallerReferenced In Project/Scope:

https://jeremylong.github.io/DependencyCheck/general/thereport.html
https://jeremylong.github.io/DependencyCheck/general/suppression.html
https://github.com/jeremylong/DependencyCheck/issues
https://github.com/sponsors/jeremylong
#
#


Evidence

Suppressed Identifiers

None

Suppressed Vulnerabilities

CVE-2022-43550   suppressed

A command injection vulnerability exists in Jitsi before commit 
8aa7be58522f4264078d54752aae5483bfd854b2 when launching browsers on Windows which 
could allow an attacker to insert an arbitrary URL which opens up the opportunity to remote 
execution.

CWE-77 Improper Neutralization of Special Elements used in a Command ('Command 
Injection'), CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection')

Notes: false positives, no end date CVE-2008-7271 - This is for the eclipse ide and not for any 
library from eclipse. CVE-2010-4647 - This is for the eclipse ide and not for any library from 
eclipse. CVE-2020-26939 - The BouncyCastle FIPS variant uses same maven package matcher 
but has different version numbers. CVE-2021-4236 - This is for a go project, match on every lib 
with 'web' in the name CVE-2021-4277 - This is for a utils project from fredssmith, match on 
every lib with 'utils' in the name CVE-2022-31548 - This is a CVE for a sample phyton project. 
CVE-2022-43550 - This is a CVE for the jitsi main project and not for any library from jitsi. CVE-
2022-45688 - This is for hutool-json, matched on every component with 'json' in the name CVE-
2023-5072 - This is for JSON-java, matched on every component with 'json' in the name CVE-
2023-33202 - The BouncyCastle FIPS variant uses same maven package matcher but has 
different version numbers. CVE-2023-35116 - DISPUTED CVE-2023-36052 - This is for Azure 
CLI and not for com.azure:azure-core. CVE-2023-45161 - This is for 1E-Exchange which we 
does not use.

CVSSv3:
CRITICAL (9.8)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:3.9/RC:R/MAV:A

References:
support@hackerone.com - PATCH

Vulnerable Software & Versions:

cpe:2.3:a:jitsi:jitsi:*:*:*:*:*:*:*:* versions up to (excluding) 2022-09-14

cowork.calls.zip: jicoco-config.jar

Description:

Jitsi Common Components (Configuration Utilities)

License:

"Apache-2.0";link="https://github.com/jitsi/jicoco/blob/master/LICENSE"

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-43550
https://github.com/jitsi/jitsi/commit/8aa7be58522f4264078d54752aae5483bfd854b2
https://web.nvd.nist.gov/view/vuln/search-results?adv_search=true&cves=on&cpe_version=cpe%3A%2Fa%3Ajitsi%3Ajitsi


File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorkInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/jicoco-config.jar

 4aa7f05db685fb7c9bc175ac6f54b777MD5:
 efe8803db7cb8c04e94aeb20dbc0bb8a5d18e419SHA1:

 f8dfdd24730ac88600575b5decf151f91d13726e657d1389a2c56dae6edabb8dSHA256:
 CoWorkInstallerReferenced In Project/Scope:

Evidence

Suppressed Identifiers

None

Suppressed Vulnerabilities

CVE-2022-43550   suppressed

A command injection vulnerability exists in Jitsi before commit 
8aa7be58522f4264078d54752aae5483bfd854b2 when launching browsers on Windows which 
could allow an attacker to insert an arbitrary URL which opens up the opportunity to remote 
execution.

CWE-77 Improper Neutralization of Special Elements used in a Command ('Command 
Injection'), CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection')

Notes: false positives, no end date CVE-2008-7271 - This is for the eclipse ide and not for any 
library from eclipse. CVE-2010-4647 - This is for the eclipse ide and not for any library from 
eclipse. CVE-2020-26939 - The BouncyCastle FIPS variant uses same maven package matcher 
but has different version numbers. CVE-2021-4236 - This is for a go project, match on every lib 
with 'web' in the name CVE-2021-4277 - This is for a utils project from fredssmith, match on 
every lib with 'utils' in the name CVE-2022-31548 - This is a CVE for a sample phyton project. 
CVE-2022-43550 - This is a CVE for the jitsi main project and not for any library from jitsi. CVE-
2022-45688 - This is for hutool-json, matched on every component with 'json' in the name CVE-
2023-5072 - This is for JSON-java, matched on every component with 'json' in the name CVE-
2023-33202 - The BouncyCastle FIPS variant uses same maven package matcher but has 
different version numbers. CVE-2023-35116 - DISPUTED CVE-2023-36052 - This is for Azure 
CLI and not for com.azure:azure-core. CVE-2023-45161 - This is for 1E-Exchange which we 
does not use.

CVSSv3:
CRITICAL (9.8)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:3.9/RC:R/MAV:A

References:
support@hackerone.com - PATCH

Vulnerable Software & Versions:

cpe:2.3:a:jitsi:jitsi:*:*:*:*:*:*:*:* versions up to (excluding) 2022-09-14

cowork.calls.zip: jitsi-metaconfig.jar

Description:

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-43550
https://github.com/jitsi/jitsi/commit/8aa7be58522f4264078d54752aae5483bfd854b2
https://web.nvd.nist.gov/view/vuln/search-results?adv_search=true&cves=on&cpe_version=cpe%3A%2Fa%3Ajitsi%3Ajitsi


jitsi-metaconfig helps solve the problems around the evolution of configuration properties

License:

Apache-2.0: https://github.com/jitsi/jitsi-metaconfig/blob/master/LICENSE

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorkInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/jitsi-metaconfig.jar

 9a2222e7380ad57b9904e6442ff528d2MD5:
 1722514941c9ad19186429add7ae6b813cab85eeSHA1:

 55e32bfdfe9a0536f39afcf8af201d4ab121edaccd5fdf21cd1a27a63ece3cf0SHA256:
 CoWorkInstallerReferenced In Project/Scope:

Evidence

Suppressed Identifiers

None

Suppressed Vulnerabilities

CVE-2022-43550   suppressed

A command injection vulnerability exists in Jitsi before commit 
8aa7be58522f4264078d54752aae5483bfd854b2 when launching browsers on Windows which 
could allow an attacker to insert an arbitrary URL which opens up the opportunity to remote 
execution.

CWE-77 Improper Neutralization of Special Elements used in a Command ('Command 
Injection'), CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection')

Notes: false positives, no end date CVE-2008-7271 - This is for the eclipse ide and not for any 
library from eclipse. CVE-2010-4647 - This is for the eclipse ide and not for any library from 
eclipse. CVE-2020-26939 - The BouncyCastle FIPS variant uses same maven package matcher 
but has different version numbers. CVE-2021-4236 - This is for a go project, match on every lib 
with 'web' in the name CVE-2021-4277 - This is for a utils project from fredssmith, match on 
every lib with 'utils' in the name CVE-2022-31548 - This is a CVE for a sample phyton project. 
CVE-2022-43550 - This is a CVE for the jitsi main project and not for any library from jitsi. CVE-
2022-45688 - This is for hutool-json, matched on every component with 'json' in the name CVE-
2023-5072 - This is for JSON-java, matched on every component with 'json' in the name CVE-
2023-33202 - The BouncyCastle FIPS variant uses same maven package matcher but has 
different version numbers. CVE-2023-35116 - DISPUTED CVE-2023-36052 - This is for Azure 
CLI and not for com.azure:azure-core. CVE-2023-45161 - This is for 1E-Exchange which we 
does not use.

CVSSv3:
CRITICAL (9.8)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:3.9/RC:R/MAV:A

References:
support@hackerone.com - PATCH

Vulnerable Software & Versions:

cpe:2.3:a:jitsi:jitsi:*:*:*:*:*:*:*:* versions up to (excluding) 2022-09-14

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-43550
https://github.com/jitsi/jitsi/commit/8aa7be58522f4264078d54752aae5483bfd854b2
https://web.nvd.nist.gov/view/vuln/search-results?adv_search=true&cves=on&cpe_version=cpe%3A%2Fa%3Ajitsi%3Ajitsi


cowork.calls.zip: jitsi-utils.jar

Description:

A set of basic utilities used in Jitsi projects

License:

Apache-2.0: https://github.com/jitsi/jitsi-utils/blob/master/LICENSE

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorkInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.calls.zip/jitsi-utils.jar

 2cd4a7f88a29487ab5d8cc01a4849851MD5:
 ffb5920f6cd784ca7eb6cbd97d533118ffaa0617SHA1:

 c653af4010989d8efbf1f561282654be2fda5d2a506796d6cbb7776a16021c1bSHA256:
 CoWorkInstallerReferenced In Project/Scope:

Evidence

Suppressed Identifiers

None

Suppressed Vulnerabilities

CVE-2022-43550   suppressed

A command injection vulnerability exists in Jitsi before commit 
8aa7be58522f4264078d54752aae5483bfd854b2 when launching browsers on Windows which 
could allow an attacker to insert an arbitrary URL which opens up the opportunity to remote 
execution.

CWE-77 Improper Neutralization of Special Elements used in a Command ('Command 
Injection'), CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection')

Notes: false positives, no end date CVE-2008-7271 - This is for the eclipse ide and not for any 
library from eclipse. CVE-2010-4647 - This is for the eclipse ide and not for any library from 
eclipse. CVE-2020-26939 - The BouncyCastle FIPS variant uses same maven package matcher 
but has different version numbers. CVE-2021-4236 - This is for a go project, match on every lib 
with 'web' in the name CVE-2021-4277 - This is for a utils project from fredssmith, match on 
every lib with 'utils' in the name CVE-2022-31548 - This is a CVE for a sample phyton project. 
CVE-2022-43550 - This is a CVE for the jitsi main project and not for any library from jitsi. CVE-
2022-45688 - This is for hutool-json, matched on every component with 'json' in the name CVE-
2023-5072 - This is for JSON-java, matched on every component with 'json' in the name CVE-
2023-33202 - The BouncyCastle FIPS variant uses same maven package matcher but has 
different version numbers. CVE-2023-35116 - DISPUTED CVE-2023-36052 - This is for Azure 
CLI and not for com.azure:azure-core. CVE-2023-45161 - This is for 1E-Exchange which we 
does not use.

CVSSv3:
CRITICAL (9.8)
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:3.9/RC:R/MAV:A

References:
support@hackerone.com - PATCH

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-43550
https://github.com/jitsi/jitsi/commit/8aa7be58522f4264078d54752aae5483bfd854b2


Vulnerable Software & Versions:

cpe:2.3:a:jitsi:jitsi:*:*:*:*:*:*:*:* versions up to (excluding) 2022-09-14

cowork.zip: cowork-javadoc.jar: jquery-ui.min.js

File Path: /home/jenkins/workspace/cowork/Check-Product-Installer-for-Security-Problems/CoWorkInstaller
/build/tmp/dependencies/i-net CoWork/plugins/cowork.zip/cowork-javadoc.jar/script-dir/jquery-ui.min.js

 32059df39c14a910ccc2325f6a3cd62fMD5:
 d3289f1b527a3f054d303ec769402e037fbfcf4bSHA1:

 672f278182cdf04f3c62a5b8d93f406791854a28791f27aecdb9981573c61424SHA256:
 CoWorkInstallerReferenced In Project/Scope:

Evidence

Suppressed Identifiers

None

Suppressed Vulnerabilities

CVE-2022-31160   suppressed

jQuery UI is a curated set of user interface interactions, effects, widgets, and themes built on top 
of jQuery. Versions prior to 1.13.2 are potentially vulnerable to cross-site scripting. Initializing a 
checkboxradio widget on an input enclosed within a label makes that parent label contents 
considered as the input label. Calling `.checkboxradio( "refresh" )` on such a widget and the 
initial HTML contained encoded HTML entities will make them erroneously get decoded. This 
can lead to potentially executing JavaScript code. The bug has been patched in jQuery UI 
1.13.2. To remediate the issue, someone who can change the initial HTML can wrap all the non-
input contents of the `label` in a `span`.

CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Notes: JavaDoc embedded JQuery UI - requires updated Java Version with newer javadoc

CVSSv3:
MEDIUM (6.1)
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N/E:2.8/RC:R/MAV:A

References:
info - https://github.com/advisories/GHSA-h6gj-6jjq-h8g9
info - https://github.com/jquery/jquery-ui/commit
/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
info - https://github.com/jquery/jquery-ui/issues/2101
info - https://nvd.nist.gov/vuln/detail/CVE-2022-31160
security-advisories@github.com - EXPLOIT,MITIGATION,RELEASE_NOTES,
THIRD_PARTY_ADVISORY
security-advisories@github.com - MAILING_LIST,THIRD_PARTY_ADVISORY
security-advisories@github.com - PATCH,THIRD_PARTY_ADVISORY
security-advisories@github.com - RELEASE_NOTES,VENDOR_ADVISORY
security-advisories@github.com - THIRD_PARTY_ADVISORY
security-advisories@github.com - THIRD_PARTY_ADVISORY

https://web.nvd.nist.gov/view/vuln/search-results?adv_search=true&cves=on&cpe_version=cpe%3A%2Fa%3Ajitsi%3Ajitsi
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2022-31160
https://github.com/advisories/GHSA-h6gj-6jjq-h8g9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://github.com/jquery/jquery-ui/issues/2101
https://nvd.nist.gov/vuln/detail/CVE-2022-31160
https://github.com/jquery/jquery-ui/security/advisories/GHSA-h6gj-6jjq-h8g9
https://github.com/jquery/jquery-ui/security/advisories/GHSA-h6gj-6jjq-h8g9
https://lists.debian.org/debian-lts-announce/2022/12/msg00015.html
https://github.com/jquery/jquery-ui/commit/8cc5bae1caa1fcf96bf5862c5646c787020ba3f9
https://blog.jqueryui.com/2022/07/jquery-ui-1-13-2-released/
https://security.netapp.com/advisory/ntap-20220909-0007/
https://www.drupal.org/sa-contrib-2022-052


Vulnerable Software & Versions (NVD):

cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.0:*:*:*:*:drupal:*:*
cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.1:*:*:*:*:drupal:*:*
cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.2:*:*:*:*:drupal:*:*
cpe:2.3:a:drupal:jquery_ui_checkboxradio:8.x-1.3:*:*:*:*:drupal:*:*
cpe:2.3:a:jqueryui:jquery_ui:*:*:*:*:*:jquery:*:* versions up to (excluding) 1.13.2
cpe:2.3:a:netapp:oncommand_insight:-:*:*:*:*:*:*:*

This report contains data retrieved from the .National Vulnerability Database
This report may contain data retrieved from the .CISA Known Exploited Vulnerability Catalog
This report may contain data retrieved from the .Github Advisory Database (via NPM Audit API)
This report may contain data retrieved from .RetireJS
This report may contain data retrieved from the .Sonatype OSS Index

https://nvd.nist.gov
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://github.com/advisories/
https://retirejs.github.io/retire.js/
https://ossindex.sonatype.org

